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Abstract—Fault-tolerant systems are those that continue to
work properly even when faults occur. Distributed systems
for files storing are susceptibles to faults, these failures can
lead to loss of files completely, for this reason, these systems
require strategies for recovery from failures. In this paper, a
low-complexity distributed system for storing files in the cloud
with fault tolerance is proposed. Files are stored in blocks,
dispersed in a set of 7 servers and the reconstruction process
is carried out using any combination of 6 as the proposed model
generates redundancy blocks using parity mechanisms. From the
experimental results, the reliability, security, speed for dispersion,
and reconstruction of the proposed system are shown.

I. INTRODUCTION

The quick growth and development of the Internet, has

turned the nodes from isolated entities without connection to

the rest, to become part of the network. Similarly, the storage

systems have evolved from purely local to storage systems that

reside entirely in the Cloud [1].

Storage centers have increased their capacity and the neces-

sity from users to keep their files in Cloud has also increased.

Therefore, the system designers build models larger and more

complex, this complexity increases the possibility of failure.

As the number of components involved grows, the probability

of failure increases [2].

Cloud Storage is an important cloud computing service,

which allows storing files from local computers to the cloud.

When the files owner stores a file in the cloud, always

expects to be available without any kind of corruption. On

the other hand, providers of such services should ensure the

availability of files to the owners, even when the infrastructure

suffers a fault. For a system being fault-tolerant, it must

tolerate the loss of a storage resource, i.e. the loss of a node.

Models designed for distributed file storage are susceptible to

failure as communication depends on an underlying network

infrastructure, therefore, it is essential to develop techniques

for keeping performance even when failures happen.

There are different techniques to maintain a storage system

with fault tolerance, most approaches maintain replicas of

the data on a server, i.e., it creates entire copies from the

original file and are distributed throughout the server group

available [3], [4]. Although as mentioned guarantees fault

tolerance based on the number of replications, storage space

is considerably increased [5], [6].

An alternative to replicas, is the distribution of the file in

a set of servers such that each server has a different part of

the data block adding a minimum redundancy, this redundancy

will reconstruct the original file even if a node is not available.

This approach greatly reduces the storage space and increases

the security by reducing the number of file copies.

In this paper, a parity-based low-complexity system for

cloud storage is proposed. The proposed storage system con-

sists of 7 servers and is able to recover from any failure of

any of the remaining servers using 6 servers to retrieve the

original file while complexity is kept low.

This paper is organized as follows: Section II introduces the

proposed system. Results are discussed in Section III. Finally,

Section IV concludes this paper.

II. PROPOSED SYSTEM

The proposed system is based in a parity strategy which

consists of adding extra bits in a set of bits, in case of a

failure within any set component, the parity bits are used to

recover the lost bits. The recovery model for the proposed

system is based on the generation of parity blocks created from

the original data blocks. A parity block is calculated using an

XOR operation between two groups of bits, generating a third

set of bits, called redundancy data [7].

Consider the following example :

D1 = 10101010

D2 = 11100011

P12= 10101010 ⊕ 11100011 = 01001001

Once the operation is finished, three blocks of data are

obtained; with any two of the three blocks is possible to

reconstruct the third by applying the XOR operation to

the two available blocks. Using P12 y D2 the D1 block is

recovered, the following example shows the process:

D1 = 11100011 ⊕ 01001001 = 10101010

Using parity blocks is possible to recover from a failure

in any of the blocks D1, D2 y C12 using the remaining two

blocks.

From the above error recovery strategy, a dispersing system

for storing files on seven servers is proposed. The proposed

model adds forty percent of redundancy to the original file,

allowing recovering from one error in any of the seven servers.
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Given a file F with a size of n bytes, a set of 5 data block

F = D1, D2, D3, D4, D5 is generated, where a size of each

Di=
n
5 . From the 5 generated blocks, the parity blocks P are

calculated using pairs of blocks such that Pi,i+1 = Di⊕Di+1,

applying XOR each block Di with its closest block Di+1,

after all the operations are completed, 4 parity blocks are

created.

D1 ⊕D2 = P1,2

D2 ⊕D3 = P2,3

D3 ⊕D4 = P3,4

D4 ⊕D5 = P4,5

Considering the original data blocks D1...D5 and the parity

blocks generated P1,2...P4,5, with 9 total blocks we can choose

7 to store in each of the seven servers. To select blocks, a

combination between blocks of original data and parity blocks

is chosen, such that together generate 5 possible blocks of data

from the original file, even if one of the 7 blocks can not be

read.
The blocks D1, D2, D5, P1,2,P2,3,P3,4,P4,5 are selected

and three data blocks from the original file and four parity

blocks are kept, even when two blocks of the original file

was not directly stored, the D3 y D4 can be generated using

the parity blocks and blocks of data from the original file.

D3 = P2,3 ⊕ P3,2

D4 = D5 ⊕ P4,5

With this combination of 7 blocks, it is possible to generate

5 blocks of original data, even if any of these information can

not be read. Such procedure is shown below. The 7 possible

cases in which a failure can occur, and the reconstruction

strategy are as follow:

D1 Server Fails
D1 = P1,2 ⊕D2

D2 = D2

D3 = D2 ⊕ P2,3

D4 = D5 ⊕ P4,5

D5 = D5

D2 Server Fails
D1 = D1

D2 = D1 ⊕ P1,2

D3 = D1 ⊕ P1,2 ⊕ P2,3

D4 = D5 ⊕ P4,5

D5 = D5

D5 Server Fails
D1 = P1,2 ⊕D2

D2 = D2

D3 = D2 ⊕ P2,3

D4 = D3 ⊕ P3,4

D5 = D3 ⊕ P3,4 ⊕ P4,5

P1,2 Server Fails
D1 = D1

D2 = D2

D3 = D2 ⊕ P2,3

D4 = D5 ⊕ P4,5

D5 = D5

P2,3 Server Fails
D1 = D1

D2 = D2

D3 = D5 ⊕ P4,5 ⊕ P3,4

D4 = D5 ⊕ P4,5

D5 = D5

P3,4 Server Fails
D1 = P1,2 ⊕D2

D2 = D2

D3 = D2 ⊕ P2,3

D4 = D5 ⊕ P4,5

D5 = D5

P4,5 Server Fails
D1 = P1,2 ⊕D2

D2 = D2

D3 = D2 ⊕ P2,3

D4 = D2 ⊕ P2,3 ⊕ P,34

D5 = D5

A. Data blocks building process
A file F with a size of n bytes such that F = b1, b2....bn

is considered. From this byte stream a byte array is built and

from it, a matrix with 5 columns and 5
n rows is gotten, the

process is shown below :

MF =

⎡
⎢⎢⎢⎢⎢⎢⎣

b1 b2 b3 b4 b5
b6 b7 b8 b9 b10
b11 b12 b13 b14 b15
. . . . .
. . . . .

bn−4 bn−3 bn−2 bn−1 bn

⎤
⎥⎥⎥⎥⎥⎥⎦

(1)

Each column of the matrix MF represents a Di from the

5 blocks mentioned in order to perform the concatenation

of all positions of each column in all rows. Therefore, Di

by itself does not represent any information, this leads to a

safety mechanism that prevents compromising information

with individual blocks of information. Due to the contents of

the file all blocks will be needed, otherwise the file will be

unrecognizable.

D1 = b1, b6, b11...bn−4

D2 = b2, b7, b12...bn−3

D3 = b3, b8, b13...bn−2

D4 = b4, b9, b14...bn−1

D5 = b5, b10, b15...bn

From 5 blocks generated, 4 parity blocks are calculated

and only 7 of 9 are stored. As mentioned, each of the 7

blocks contains different information that will be stored on

each server independently.

D1 ⊕D2 = P1,2

D2 ⊕D3 = P2,3

D3 ⊕D4 = P3,4

D4 ⊕D5 = P4,5

With all generated blocks, each block is distributed within

the set of interconnected file system servers (see Fig. 1).

Figure 1. Distribution of blocks of the file: Each server is interconnected to
the other for the exchange of information, when a server fails, the blocks are
recalculated to retrieve the requested file.

B. File rebuilding from data blocks process

After 5 data blocks have been rebuilt from the servers, it

is required to perform the reverse process to the generation

of blocks to reconstruct the original file , i.e., generating the

MF matrix with columns represented by Di, after convert MF

array into a stream of bytes to get the full F file.
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C. Communication Client-Server
The communication between the mobile device and the

cloud service is a bidirectional communication. In this case,

the cloud is defined by seven servers, which is completely

invisible to the end user, i.e. the end user just view the files

and never knows the distribution of files stored [8]. the overall

architecture of the application is shown in Figure 2:

Figure 2. General Application Architecture

Each generated fragment by the partition and the coding file

stored by the user is distributed across the seven servers. The

architecture of the device is based on a distributed system,

since the partition and reconstruction of the file that the user

needs to store are not performed on the device, because it

would take too much computing time. In addition, this process

consumes high energy, therefore, the mobile device is able

to perform the reconstruction process of partition when is

connected to any server. Although the application appears

to the user that the device performs the above process, the

mobile really only load the file to one of the servers. Upon

completion of loading the file, the server performs the partition

and distribution of the file in chunks to other servers.
The proposed system has a non-centralized architecture to

ensure the core functionality of the application, in addition

the system supports the unavailability of any of the servers

and consequently, the unavailability of any part of the file.

If the objective is examined, this characteristic is extremely

inefficient to have a centralized architecture as all information

related to the other servers will be in one server and if it is

not available, it is impossible to reconstruct the file, breaking

the main goal application.
The reconstruction process is based on the reverse mech-

anism, the client makes a request to an available server,

and the server makes a request to the database to locate

the indexed file. When the server get the file location and

the location fragments, the server makes requests to different

servers together to get all fragments. When all the pieces

are available, the proposed system makes the reconstruction

process, and then sends the reconstructed file to the client

who made the request for the file.
1) Server Architecture: Servers are designed to communi-

cate with the device and they have the ability to communicate

with everyone else. Consequently, the server must be multi-

threaded, that is, they must be able to handle multiple requests

from another server or mobile device. Figure 3 shows a server

keeping multiple requests, that server makes delegations to

attend to another thread while the main thread continues

listening for other requests.

Figure 3. Server Architecture

When the server receive a request, it delegates the task to

a thread. This task has the ability to store information in the

database. The database has the main objective to index files

are stored. When a user tries to download a file, the process

has to find the location fragments and display information to

the user.

Therefore, the application has N devices which may be

connected to M servers, in this case 7 servers, but they

can also have P connections or requests between them. This

statement, shows to make communication in an optimal way

to prevent that communication can be affected by deadlocks or

livelocks. Figure 4 shows a more detailed structure for specific

performance of the servers is shown.

Figure 4. Detailed Servers Architecture

2) Client Architecture: The client architecture is based on

requests to any available server, otherwise connects to one

that does this. The device is based on different protocols

on the server may or may not post a reply. This certain

communication protocols were defined for messaging and file

transfer. In Figure 5 the main client operation is observed,

having different protocols depending on the case.

The client on the mobile device communicates through a

socket, which is defined to performs communication protocol

between itself and the server. An example of the communi-

cation that takes place when the client makes a data request

message to the server, the server returns the response using the

same socket, that is, the same established connection. After the

communication, the client closes the socket and server finishes

the communication.
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Figure 5. Client Architecture

Although the client makes a message-based communication,

actually makes a specifically objects-based communication.

Objects-based communication simplifies encapsulating the

data required by the client, reducing the messages between

both of them.

The protocols used in the application are:

• Delete File: Delete Files Stored

• Show Files: Show Files Stored on the Client

• Download File: Download a file required by a user.

• Upload File: Upload a file required by a user.

• Test Connection: Test a connection with a server.

Each of the protocols is sent in the background by a Thread

to wait for other user requests in the main thread.

3) Communication Unit: It defines the communication unit

to the object that is used to transfer messages, files and

information useful for the client.

FilePacket The package was called Packet File, which

contains the following attributes:

• File Name

• File Size

• File Extension

• User Identification

• Data

The first attribute called File Name refers to the name of

the file, that is the file a user wants to upload or download.

The attribute named File Size refers to the size of the file

a user wants to upload. The extension is defined by the

attribute called File Extension. The application can be scaled

to be an application more complete, an example is the User

identification attribute is designed to the future. Many users

can access to their information, but just can view their files.

Finally, the file information is defined in bytes, that is, the

file to upload o download in a manipulable format such as

byte arrays are. When the package has been uploaded to a

server, it performs a process of partition, then apply to the

process of adding redundancy and parity information. When

the partition groups are created from chunks the file, which is

also modeled as an object, which is defined below.

Fragment The fragment refers to the fragment generated on

the server, once applied the partitioning process and redun-

dancy. This model has the attributes:

• Fragment Identifier

• File Identifier

• Fragment Size

• Address Server

• Path

• Data

Figure 6 shows the File-Fragment relation. The model

contains a fragment identifier, which corresponds to Id from

a file fragment in common. It also contains a file identifier to

match each piece with its own file. Finally, it has attributes of

server address, in order to locate the fragment on each server,

and with the attribute path can be located the fragment.

Figure 6. File - Fragment Relation

III. RESULTS

The proposed scheme can be implemented on different

operating systems and programming languages, however, in

this case an object-oriented paradigm language, specifically

Java, is utilized. For the mobile device, the platform used was

Android, which is based on the Java language.

Once the application had been developed and installed on

the mobile device, and the application installed in each server

program, a series of tests were made to validate the feasibility

of the solution.

As a first test, it was determined to make the connection to

the servers using a connection test. This test was determined

to check the connection to the server and perform the upload

and download files.

When the connection to the server is successful, the upload

process start with a file, which, in this case is a music file.

Once the process is finished, the list of available files is

updated and displays the file that was loaded before. So far

the test has checked the correct operation of the client - server

communication, in order to check the correct operation of data

recovery from a failure, a server was disconnected. After that,

a request was made to the remaining servers to download

the file. When the file is downloaded, it is searched in the

download folder of the application.

Once the correct operation of the application was checked,

the partitioning and joining tests were performed. In the first

test, the servers were loaded with multiple files, from 1 MB

to 200 MB. The time to split each partition is shown in the

graph in Figure 7.

The graph shows that the time is proportional to partition

size. As expected, large files takes more time to make partition

and distribution in the others servers. On the other hand, files
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Figure 7. Required time for splitting

with a size close to 50 MB, performed the task in an acceptable

time, however, for files with a size >100 MB, partitioning and

distribution takes a considerable time to complete the task.

The second test is based on measuring time to join the

fragments to recover the requested file. Although the test

measures the time of joining, the test was completed affecting

different servers, with the intention of study the behavior of

reconstruction in the different cases. The graph in Figure 8

shows the joining time for a file of 90 MB.

Figure 8. Joining time for a 90 MB file

The time in each server failed, is very close with the others,

taking on average 9.5 seconds. A third test was performed for

the same case but, with a 180 MB file. Figure 9 shows the

result.

The second graph shows the same behavior as in the first

case, the time with different fault reconstruction is almost

identical. After analyzing the behavior, it was determined

that there is no difference between different servers fails. To

identify and obtain the corresponding fragment was performed

an average of 3 XOR operations, therefore, it seems unlikely

to spend a longer or shorter time compared to other servers.

IV. CONCLUSION

In this paper, a low-complexity fault-tolerant distributed

storage file system was proposed. The model is based on

Figure 9. Joining time for a 180 MB file

recovery partition and parity blocks using only XOR opera-

tions. It was shown that the combination of blocks chosen for

the distribution is able to reconstruct the original file when

a node fails. The implementation of the strategy presented

was developed for a Cloud service using a set of 7 servers;

using any combination of which 6 is possible to reconstruct the

original file. The results show that the approach used is fast and

secure recovering files in presence of simple errors. An storage

architecture that uses a set of decentralized servers to be

accessed from a mobile device was developed and successfully

tested.

Currently, there are several P2P architectures, which each

storage node or server stores different files, and generally uses

data replication strategies. Meanwhile, the proposed system

allows a degree of fault tolerance without completely repli-

cate the information. In addition to providing fault tolerance

with less redundancy information, this strategy gives security

to documents, since the document is completely unreadable

within isolated servers.
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